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Chapter 7
Applications of Al for
Enhancing Blockchains

In the late 1990s, Lehman Brothers was one of the first Wall Street firms to start giving
mortgage loans. In 2008, it was the fourth largest investment bank in the United States with
approximately 25,000 employees globally, 639 billion US Dollars in assets, and 613 billion US
Dollars in liabilities. However, because of the meltdown in the mortgage industry, it filed for
bankruptcy on September 15, 2008 [701]. Only nine months before its collapse, it recorded its
highest profit and revenue, which were endorsed by its auditors, Ernst & Young [702]. The
news of Lehman’s bankruptcy spread like wildfire, thereby potentially triggering the greatest
recession (“Great Recession”) since the Great Depression in late 1920s and costing an estimated

10 trillion US Dollars in lost economic output.

Although the foundation of human society is largely based on trust, because of corruption,
fraud, and self-aggrandizement, trust in society seems to have decreased. Unfortunately,
oligopolies and centralization have reduced personal interactions, thereby adding to this trust
deficit. Arguably, the demise of Lehman Brothers represents one of the most egregious exam-
ples of a “single point of failure” that led to vast cracks in the entire global financial system
and a giant calamity. Indeed, if the financial system were decentralized, then there would be
no powerful intermediary banks (such as Lehman Brothers). Then the likelihood of such single
-point failures would be almost non-existent. This is because all the participating entities
would jointly constitute a “community” wherein each member would hold the same ledger
of all transactions and their monies will be represented in this ledger of transactions, thereby

obviating the need to trust others.

Coincidentally, in October 2008 (shortly after the demise of Lehman Brothers), a research
article was published by an author with an alias, Satoshi Nakamoto (whose real identity or
identities are still unknown), titled, “Bitcoin: A Peer-to-Peer Electronic Cash System.” This arti-

cle described a decentralized system using a peer-to-peer network for financial transactions,
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and it eventually led to the creation of Blockchains and the first cryptocurrency called Bitcoin
[703]. Today, Blockchains effectively constitute decentralized systems for conducting financial
and some non-financial transactions wherein rather than a few entities being in control, the
entire community is in charge. All transactions are immutable (i.e., once entered, these transac-
tions cannot be changed), auditable, and transparent. And the entire decentralized system is
cheaper, better, and faster than a typical centralized system. If such a Blockchain is related to
financial transactions, then the underlying transaction currency is digital in nature and called

cryptocurrency.

Undoubtedly, Blockchain is one of the most important inventions of the fourth industrial revo-
lution. Hence, this chapter discusses the basics of Blockchain technology and how it will help
in significantly improving several processes in numerous industries either on its own or by

commingling with Artificial Intelligence and the Internet of Things.

Section 7.1 discusses the requirements and advantages of a decentralized system. Since Block-
chain represents such a decentralized system, the conceptual framework behind Blockchain is
discussed in Section 7.2. Section 7.3 discusses “Smart Contracts,” whose inclusion by Buterin in
Nakamoto’s methodology made Blockchains more versatile [704]. Section 7.4 provides exam-
ples where the combination of Blockchain and Artificial Intelligence (AI) are already yielding
substantial benefits. In Section 7.5, additional uses of Blockchain, the Internet of Things (IoT),
and Al are discussed. Finally, given the genesis of Blockchain, Section 7.6 briefly discusses
crypto coins, and Section 7.7 concludes with a summary and directions for further research

and development.

7.1. Advantages of a Decentralized System for Financial
Transactions

In a centralized financial system, there are intermediaries like Bank of America, Citibank,
PayPal, and Venmo. Hence, if Alice wants to send 1,000 Dollars to Bob, then she would need to
go through one such intermediary (e.g., Bank of America) who may charge a fee for this trans-
action. And if one of these intermediaries goes bankrupt, then its clients may lose most — if not

all — of the money that they have with this intermediary.

In contrast, in a decentralized system, all the members of this system have a complete ledger
(including all past and current transactions) of the entire community, and they can transact
with each other directly (without going through any intermediary). Of course, in this case, the

ledger must be immutable (i.e., it cannot be changed once a transaction has been logged),
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auditable, and should prevent collusion (i.e., it should not allow one or more members to get
together and cheat others). In general, an optimized decentralized system provides many

advantages that are described here.

Disintermediation: The ledger or the database should not be maintained by any single entity
but by all participating entities, which together form a “community” regarding this ledger. By
doing so, two or more entities can transact without involving any intermediary. In other

words, all participants are connected to each other.

Strengthen Community Inclusion: New transactions and new information can be added
when entities in the community agree on its veracity. Once agreed upon, these transactions
and related information should be added by all entities of the community to their ledgers or

databases.

Immutability and Auditability: Once the community has agreed to add new transactions and
information, the information cannot be deleted, modified, or lost, thereby providing a perma-

nent, historical, and auditable record of the past.

Transparency: Changes made by any entity within the community should be visible to all rele-

vant entities that can challenge these changes if required, thereby ensuring transparency.

Lower Costs: The cost for adding transactions and more data should be significantly lower

than the fees charged by present-day centralized intermediaries.

The Properties of Distributed Ledger Technology (DLT)

( Unanimous ) |( Anonymous )

(Time-Stamped) (Programmable)

Figure 7.1: Advantages of distributed ledger systems
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Greater Speed: The speed for adding transactions and more data should be significantly high-

er as compared to centralized intermediaries.

Lower Friction: To ensure innovation, friction (i.e., the amount of time it takes to go through
various bureaucratic and administrative processes) should be reduced with respect to
novel ideas, products, and solutions, especially when compared to the current monolithic

intermediaries.

7.2. Basics of the Blockchain Architecture

The essential ingredients of Blockchain, which constitutes a decentralized system, are
discussed here. Since cryptographic hash functions constitute the foundation of Blockchains,

we first discuss these concepts here.

Hash Functions — A hash function is a function that is used to map data of arbitrary size to that

of fixed-size and whose outputs are called hash values. For example, “modulo 5” is a hash func-
tion. This is because for any whole number, y, “y modulo 5” yields the remainder (which is also
a whole number) after y has been divided by 5. For example, “10 modulo 5,” “11 modulo 5,”
“12 modulo 5,” “13 modulo 5,” and “14 modulo 5” yield the following remainders: 0, 1, 2, 3, and
4. In fact, because this hash function is “modulo 5,” the remainder cannot be greater than 4 and
therefore this remainder is of fixed length. In summary, “modulo 5” or in general “modulo x,”

is a hash function wherein the remainder (which is the output) is also called its hash value.

From the Blockchain perspective, “modulo 5” is not an interesting hash function because when
applied, many numbers result in the same output (or hash value). For example, “modulo 5”
of numbers, 6, 11, 16, and 21 are all equal to 1. In general, “modulo x” is not a very good
hash function for using in Blockchains because many inputs will result in the same output

(i.e., the hash value).

Cryptographic Hash Functions — To address the challenge that many numbers will result in

the same output (or hash value), Blockchains use special kinds of hash functions called crypto-

graphic hash functions. These functions have additional characteristics discussed here.

Hash Values of Two Different Input Numbers Are Very Likely to be Different: Unlike the
“modulo 5” hash function, cryptographic hash functions are extremely unlikely to generate two
different numbers whose hash values (i.e., outputs after the hash function have been applied)

are identical. In other words, when a cryptographic hash function is applied on any input
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number, the function results in a specific output (i.e., the hash value) that is improbable to
have the same hash value when this cryptographic hash function is applied to any other input

number.

Small Change in the Input Changes the Output Significantly: In the “y modulo 5" hash func-
tion, a small change to the input yields a small change in the output. For example, if y=10 then
the hash value is 0, whereas, if y=11 then the hash value is 1. However, in a cryptographic hash
function, a small change to the input number changes the output hash value so much that the
new hash value appears uncorrelated with the old one. For example, if the cryptographic hash
function is applied to a number that results in a specific hash value and if this cryptographic
hash function were applied to another input number (which is one more than the previous
one), then the resulting hash value would be substantially different than the previous one.
In general, when a cryptographic hash function is applied, then the hash values (i.e., outputs)
of the two relatively “close” numbers appear to be random. Essentially, this characteristic of
cryptographic hash functions ensures that if someone tried to change any data that is present
in the current ledger and then apply the same cryptographic hash function, then its resulting
hash value will be considerably different, and other community members would be able to
detect this change immediately. This property of cryptographic hash functions makes the

Blockchain ledger immutable (i.e., unchangeable).

Note that the output (hash) values of “modulo 5” are 0, 1, 2, 3, and 4, and hence their lengths
are fixed to at most three bits (i.e., 00, 01, 10, 11, and 100 in binary notation). Currently, most
Blockchains use a specific cryptographic hash algorithm called Secure Hash Algorithm (SHA)
with a 256-bit length output (also called SHA-256) [705]. Finally, note that all such algorithms

are classical algorithms and not Machine Learning based.

Typical Blockchain Process — Suppose in the beginning, there is a specific group of partici-
pants in the community, and each participant has a specified amount of digital money.
Furthermore, all participants have their unique computers and there are some additional
“helper” humans with computers (“helper computers”) that facilitate the Blockchain process.

All computers participating in Blockchains are generally referred to as “Nodes.”

To begin the process, each participant “digitally signs” the amount of money it has and broad-
casts the amount to others. This entire database of participants (who are usually represented
by unique identifiers rather than their original names) and their digital money is then convert-
ed into a “block” of zeroes and ones (i.e., into bits in binary notation) by helper computers,

thereby creating an initial ledger. Next, one of the helper computers verifies the veracity by
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reconciling this initial database of zeroes and ones, and then executes a cryptographic hash
function of this block of zeros and ones along with its corresponding time stamp. Once done,
this helper computer broadcasts the hashed values to all participants and other helper comput-
ers. All recipients ensure that the work done by the sending helper computer is indeed correct.
As a result, not only do all participants have the complete ledger but also its hashed value
(after the application of the cryptographic hash function on the ledger and the corresponding

time stamp) that has been verified by all helper computers.

The intuition behind this process is that since each participant has the output (i.e., hash) value
of the cryptographic hash function for the current block (and of future blocks), even if many
participants collude (i.e., get together to cheat others) and change past or current transactions,
the corrupt participants will end up changing some portion of the original block of zeros
and ones, thereby getting substantially different hash value after the application of the
cryptographic hash function. Hence, the Blockchain ledgers are effectively immutable where

anomalies and fraud can be easily detected.

Now, suppose after some time, one participant, Alice, decides to give a specific amount of digi-
tal money to another participant, Bob, and thereby creates a transaction that is digitally signed.
In fact, assume that there are many other transactions created during a specific time interval.
Like before, these transactions are broadcast to others (as shown in Figure 7.2) so that all
participants have complete knowledge of the updated ledger. After a specified number of
transactions, all these transactions are again converted into a block of zeroes and ones related
to this time interval. Again, one or more helper computers verify all the transactions and apply
the cryptographic hash function with the input as a new time stamp, the block of zeroes and
ones for this time period, and the hashed value from the preceding time period. Since the hash
value from previous block of zeroes and ones is included in the new hash-block, it has been
“chained” to this one, and this hash value is now broadcasted to all computers. Hence, one of
the key advantages of a Blockchain is that it retains some level of privacy (since users cannot
invert the hash function) while still allowing users to detect whether a change has been made.
Another fundamental advantage is that even collusion by several participants and helper com-
puters to trick others is futile because each participant has both the actual ledger (for each

block) as well as its cryptographic hash function.

The process continues from one time period to the next. And as time goes by, that process
creates a chain of “blocks” where each block is connected to the previous block because it
contains the timestamp of the previous block. Clearly, as time goes by and more transactions

are included, new blocks will be created and this Blockchain will increase in “height.” For
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