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Chapter 5
The Internet of Things,
Smart Cities, Data, and Al

Wearable sensors (e.g., smart watches, glucose trackers, and abnormal heartbeat detectors)
are becoming pervasive globally. They are placed directly or indirectly on the human body to
generate activity and health-related signals. Ingestible sensors (also called intelligent pills) are
similar to these wearable sensors but ingested like medicine capsules to help diagnose diseas-
es, monitor health, and ensure patients’ adherence to medication. Ingestible sensors are
composed of biocompatible materials that comprise a sensing unit, processing unit, power
supply, and electronic transmission equipment. In 2018, an article by Mimme, et al. provided a
new type of ingestible sensor to detect gastrointestinal (GI) bleeding [501]. In addition to tradi-
tional electronic components, these researchers used iron-sensing bacteria to detect blood in
the GI tract and emit biochemically induced light (i.e., bioluminescence). In this intelligent pill,
the battery is powered by the acid in the stomach and a low-power luminometer chip converts

the bioluminescence into an electrical signal that is then transmitted wirelessly to the Internet.

Although wearable and ingestible sensors represent a large group on their own, they are but
a small constituent of a gigantic industrial domain called the Internet of Things (IoT). IoT is
a network of electronic devices connected to each other and to the external world via the Inter-
net or Intranets. These devices include electronic sensors, actuators, cameras, RFID (Radio Fre-
quency Identification) tags, digital machines, and other appliances as well as the underlying
software that is inside computers, machines, vehicles, manufacturing plants, field equipment,

control systems, and home appliances.

IoT’s roots go back to 1982 when researchers at Carnegie Mellon University connected a Coca-
Cola vending machine to the Internet to inform users whether its contents were cold [502].
In 1985, Peter Lewis first defined this term formally as, “The Internet of Things, or IoT, is the
integration of people, processes, and technology with connectable devices and sensors to ena-

ble remote monitoring, status, manipulation and evaluation of trends of such devices” [503].
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Figure 5.1: Intelligent pill (left) versus tradlitional pill (right)

Since then, this notion has evolved due to the convergence of several technologies, embedded
systems, control systems, external datasets, Artificial Intelligence, and real-time analytics.
In fact, it has been extended to the Internet of Everything (IoE), which consists of computing
devices, machines, living beings, and non-living objects that are provided with unique identi-
fiers and that can communicate with each other and with the external world without requiring
human-to-human or human-to-computer interaction [504, 505]. Also, the notion of machine-to-
machine interaction has become quite prevalent. Machines talk to each other and autono-

mously take appropriate action without any human involvement [506].

Since the Internet of Things (IoT) is already a vast field and will continue to grow enormously,
Section 5.1 discusses its high-level architecture. Section 5.2 provides a summary of various
industrial sectors where a combination of IoT, data, and Al are already providing substantial
benefits and will yield significant advantages within the next decade or two. Section 5.3
discusses the role of Smart Cities, and Section 5.4 discusses how Al will help in such optimiza-
tion. However, for IoT to grow well, a few important impediments will need to be mitigated,
which are discussed in Section 5.5. Section 5.6 discusses the hype related to IoT and why this
buzz is unlikely to materialize any time soon. Section 5.7 concludes with a summary and direc-
tions for future development. Finally, a few areas that are closely related to Al and IoT
(e.g., predicting, combating, and adapting to climate change, blockchain, augmented and
virtual reality, and Robots and drones) require extensive discussion and are separately covered

in Chapters 11-15.
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Figure 5.2: Machine to Machine, Intemet of Things, and Intemet of Everything

5.1. High-Level Architecture Regarding loT

Recent market research states that there were around 5.48 billion owners of smartphones [507]
and 15.4 billion IoT devices in 2023 [508]. Not only were most devices dissimilar, but they were
also connected to each other and to the external world via disparate networks. Most of them
are Edge Devices, meaning that they are located at the endpoints of communication networks
and ingest data from their surroundings. These Edge Devices include video cameras on high-
ways and streets, smart water meters (to detect leaks and bursts), and intelligent refrigerators
(that check whether there is any milk left in the fridge). In fact, many organizations are using
these Edge Devices frequently to predict when accidents are likely to occur or immediately

detect when such accidents or anomalies have occurred, thereby saving lives, property, and
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the reduced cost of doing business (e.g., lowering insurance costs). Keeping this in mind,
a high-level architecture that contains five groups (also called “layers”) of components is
discussed here, namely Edge Devices, Edge Gateways, interoperability and data unification

systems, data operations and analytics systems, and the interface layer.

Edge Devices — These are 10T devices located at the endpoints of the network (see Figure 5.3).
They receive data (e.g., video, audio, pictures, electricity meter readings) from external sources
and not from other devices. Such devices include electronic sensors, actuators, PLCs
(programmable logic controllers), cameras, and RFIDs (Radio Frequency ID tags) as well as
embedded software. Since many such devices reside in rugged environments, they often have
limited bandwidth, low storage, and low computing power. In fact, a lack of communication
forces some of them to transmit no data in real-time, whereas others can only transmit data
intermittently. On the other hand, many other Edge Devices have sufficient resources to trans-
mit cleansed data and perform complex computations and inferencing (i.e., for predicting). For
example, many modern video cameras can infer and alert in real-time if a child has inadvert-

ently stepped in a busy traffic intersection.
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Figure 5.3: Examples of Edge Devices connected to Interworking Proxy

Edge Gateways — Not only are the types of IoT devices numerous, but many devices com-

municate using more than 50 different protocols (i.e., different languages for communication).
Many of these protocols are briefly discussed in the article in citation [509]. For example, wire-
less connectivity for IoT devices is often achieved using protocols such as Bluetooth, Zigbee,
Z-Wave, LoRaWAN, NB-IoT, Cat M1, and custom radio transmissions. In fact, several proto-
cols were created within specific industries (e.g., the OPC-UA protocol was created for the
manufacturing industry) to help execute specific tasks (see Figure 5.4). Since these protocols
are written in different languages and use different frameworks, they cannot communicate
with each other and hence lack interoperability. Edge Gateways are connected to Edge Devices
and usually have inbuilt software to communicate via many protocols. Hence, the Gateways

provide a common view (i.e., a view independent of protocols) of Edge Devices to the next
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layer. In addition, some Edge Devices and Edge Gateways may pre-process and cleanse
incoming data to perform complex computations and inferencing, which is useful in situations

where every millisecond matters.
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Figure 5.4: Common loT protocols

Interoperability and Data Unification Layer — If Edge Gateways do not provide interoperabil-

ity among different protocols, then this layer fills the gap. In addition, this layer provides net-
work management and device management services (e.g., discovery of Edge Devices, querying
them, registering them, and providing additional security against malware and cyberattacks).
This layer may also provide data unification and create a “single source of truth” for all incom-
ing data from various devices. For example, if two Edge Devices are called “smart taps” versus
“smart faucets,” then this layer will include them as synonyms in an appropriate data directo-
ry. For such data, often this unification is achieved by incorporating context and semantics as
well as using ontologies, knowledge graphs, and semantic models (to be discussed further in
Chapter 12). The software suite, Next Generation Service Interfaces — Linked Data (NGSI-LD)

is one of the common frameworks being used for such data unification [510] (see Figure 5.5).

Data Operations and Analytics Layer — As shown in Figure 5.6, this layer processes data as it

comes in, and it partitions this streaming data into the following three categories:

e Hot Storage comprises very frequently used and critical data for fast local access. Often

incoming data is included in hot storage because anomalies in the data or critical insights
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Figure 5.5: Interoperability and data unification layers

need to be gleaned quickly. For example, if there is a Sulfur Dioxide leak in a manufactur-

ing plant then everyone needs to be notified immediately.

e Warm Storage contains data that is used frequently but is not critical. Such data often
includes slightly older data that is still relevant for time-series analysis. It is often stored in
Solid State Drives (SSDs) that are slower than Random Access Memory (RAM) but faster
than hard disks. For example, if there is a minor water leak in a house then this needs to
be analyzed for a few minutes (using time-series analysis) before informing the residents

and the water department.

e Cold Storage includes data that is seldom used and hence archived within slower
kinds of memory (e.g., hard disk). Cold storage is particularly important for auditability
(e.g., to check if a specific action was performed a few months ago or if a person was pre-
sent at a specific location on a specific date and time). For example, data coming from a
smart electric meter that is more than two years old may be kept in cold storage because it

would be only used sparingly.
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